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Command Response Guide – Bomb Threat

Mission

 SEQ CHAPTER \h \r 1To ensure a safe environment for staff, patients, visitors and the facility during a bomb threat or suspicious package incident

Objectives

	Ensure safety of the staff, patients and visitors  SEQ CHAPTER \h \r 1
	 SEQ CHAPTER \h \r 1Maintain patient care services as long as is safe to do so

	Document all bomb threat information  SEQ CHAPTER \h \r 1
	 SEQ CHAPTER \h \r 1Maintain security of the facility, consider lockdown and/or full, partial or lateral evacuation

	 SEQ CHAPTER \h \r 1Immediately respond to the bomb threat when received or suspicious object is found

	 SEQ CHAPTER \h \r 1Control and inspect packages and materials entering critical areas for suspicious objects


	Immediate Operational Period

	
	
	Time
	
	Initials

	Command
	Hospital Incident Commander
	
	Activate HICS, as appropriate
	

	
	
	
	 SEQ CHAPTER \h \r 1Consider the possibility of a “dirty bomb” and evaluate/prepare for secondary radiation, chemical and/or biological contamination
	

	
	
	
	Form unified command with fire/police as indicated by the situation
	

	
	
	
	Consider limiting non-essential services
	

	
	Liaison Officer
	
	 SEQ CHAPTER \h \r 1Notify appropriate authorities of bomb threat and coordinate internal and external response agencies (i.e., law enforcement, bomb squad)
	

	
	
	
	 SEQ CHAPTER \h \r 1Liaise with responding and investigating law enforcement agencies
	

	
	
	
	 SEQ CHAPTER \h \r 1Communicate with other healthcare facilities (and/or regional resources) to determine: 

·  SEQ CHAPTER \h \r 1Situation status

·  SEQ CHAPTER \h \r 1Surge capacity

·  SEQ CHAPTER \h \r 1Patient transfer/bed availability

·  SEQ CHAPTER \h \r 1Ability to loan needed equipment, supplies, medications, personnel, etc.
	

	
	PIO
	
	Coordinate with unified command the establishment of SEQ CHAPTER \h \r 1 a safe media staging/briefing area. 
	

	
	
	
	 SEQ CHAPTER \h \r 1Conduct media briefings and situation updates, in conjunction with unified command
	

	
	
	
	Maintain communication with staff/patients/families regarding current situation and what’s being done to address
	

	
	Safety Officer
	
	 SEQ CHAPTER \h \r 1Consider immediate evacuation of affected section, if threat is identified SEQ CHAPTER \h \r 1
	

	
	
	
	Monitor response activities to ensure safety of staff, patients and responders SEQ CHAPTER \h \r 1
	

	
	Time
	
	Initials

	Operations
	
	 SEQ CHAPTER \h \r 1Implement bomb threat procedure SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Implement facility lock-down procedure
	

	
	
	Consider  SEQ CHAPTER \h \r 1evacuating personnel, patients and families to a safe area, either within facility or outside of facility as indicated by incident
	

	
	Time
	
	Initials

	
	
	Initiate and coordinate search activities to identify suspicious objects or suspicious activity SEQ CHAPTER \h \r 1
	

	Logistics
	
	 SEQ CHAPTER \h \r 1If necessary, establish an external evacuation safe area SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Prepare to implement patient tracking protocols
	

	
	
	 SEQ CHAPTER \h \r 1Prepare for possible transportation of evacuated patients
	

	
	
	 SEQ CHAPTER \h \r 1Account for all personnel currently in the facility
	

	
	
	Provide staff mental health services and information, as appropriate
	

	Planning
	
	 SEQ CHAPTER \h \r 1Establish operational periods, incident objective(s) and Incident Action Plan, in collaboration with Hospital Incident Commander  SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Prepare to track patients and personnel
	

	
	
	Plan for sustained hospital operations in an alternate location (ACS)
	

	Intermediate & Extended Operational Period

	
	
	Time
	
	Initials

	Command
	Hospital Incident Commander
	
	 SEQ CHAPTER \h \r 1Meet with Command staff and Section chiefs to evaluate the overall impact of incident on the facility
	

	
	
	
	Determine if necessary to 
· Divert ambulances
· Divert ambulatory patients
· Cancel elective procedures
· Close non-mission critical services
	

	
	
	
	Update and revise Incident Action Plan
	

	
	Liaison Officer
	
	 SEQ CHAPTER \h \r 1Continue to liaise with law enforcement SEQ CHAPTER \h \r 1
	

	
	
	
	Contact regional resources for assistance, consider ACS establishment, relocation of patients
	

	
	PIO
	
	Continue monitoring media reporting
	

	
	
	
	Develop, in conjunction with unified command, media releases regarding necessary diversions or cancellations
	

	
	Safety Officer
	
	Conduct ongoing analysis of existing response practices for health and safety issues related to staff, patients and facility and implement corrective actions to address
	

	
	Time
	
	Initials

	Operations
	
	 SEQ CHAPTER \h \r 1Continue securing the hospital and grounds and restricting non-critical personnel from entering the building SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Continue facility search procedures
	

	
	
	Evacuate patients and staff as indicated
	

	Logistics
	
	Continue to support facility response by providing appropriate personnel and equipment SEQ CHAPTER \h \r 1
	

	Planning
	
	 SEQ CHAPTER \h \r 1Update and revise Incident Action Plan  SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Continue patient tracking, if needed
	

	
	
	Plan for demobilization, patient/staff repatriation and system recovery SEQ CHAPTER \h \r 1
	

	Finance
	
	Track costs and expenditures of response, including lost revenues
	

	Demobilization/System Recovery

	
	
	Time
	
	Initials

	Command
	Hospital Incident Commander
	
	 SEQ CHAPTER \h \r 1Oversee local law enforcement/bomb squad issuance of “all clear” for the facility SEQ CHAPTER \h \r 1
	

	
	
	
	Oversee restoration of normal hospital operations
	

	
	Liaison Officer
	
	Notify regional resources, local emergency management, fire and EMS of termination of incident
	

	
	PIO
	
	Conduct final media briefing providing situation status, appropriate patient information and termination of incident
	

	
	
	Time
	
	Initials

	
	Safety Officer
	
	Oversee safe return to normal operations and repatriation of patients
	

	
	Time
	
	Initials

	Operations
	
	 SEQ CHAPTER \h \r 1Restore patient care and management activities SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Repatriate evacuated patients
	

	
	
	Re-establish visitation and non-essential services
	

	Logistics
	
	 SEQ CHAPTER \h \r 1Provide staff debriefing, mental health support and stress management services SEQ CHAPTER \h \r 1
	

	
	
	Complete documentation and follow up of personnel injury and/or line of duty death as appropriate
	

	Planning
	
	Finalize incident action plan and demobilization plan
	

	
	
	Collect, organize and secure/file incident documentation
	

	
	
	Conduct hotwash/debriefing of personnel
	

	
	
	Submit after action report, including a final report of power failure, response and recovery actions
	

	Finance
	
	Compile final response and recovery cost and expenditure and estimated lost revenues summary and submit to Hospital Incident Commander for approval SEQ CHAPTER \h \r 1
	

	
	
	Contact insurance carriers to assist in documentation of structural and infrastructure damage and initiate reimbursement and claims procedures
	

	Documents & Tools

	Emergency Operations Plan, including

·  SEQ CHAPTER \h \r 1Bomb Threat response plan
· Shelter-in-Place/ SEQ CHAPTER \h \r 1Evacuation response plan

	 SEQ CHAPTER \h \r 1Forms, including:

·  SEQ CHAPTER \h \r 1HICS 201 – Incident Briefing
·  SEQ CHAPTER \h \r 1HICS 202 – Incident Objectives
·  SEQ CHAPTER \h \r 1HICS 203 – Organization Assignment List – OR – HICS 207 – Organization Chart
·  SEQ CHAPTER \h \r 1HICS 214 – Operational Log
·  SEQ CHAPTER \h \r 1HICS 215 A – Incident Action Plan Safety Analysis
·  SEQ CHAPTER \h \r 1HICS 251 – Facility System Status Report
·  SEQ CHAPTER \h \r 1HICS 253 – Volunteer/Staff Registration
·  SEQ CHAPTER \h \r 1HICS 254 – Disaster Victim/Patient Tracking
·  SEQ CHAPTER \h \r 1HICS 255 – Master Patient Evacuation Tracking
·  SEQ CHAPTER \h \r 1MI-HICS Notification Form

	Surveillance media (if available)

	Job Action Sheets

	 SEQ CHAPTER \h \r 1Hospital Organization chart

	 SEQ CHAPTER \h \r 1Television/radio/internet to monitor news

	 SEQ CHAPTER \h \r 1Telephone/cell phone/satellite phone/internet/RACES for communication
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