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Command Response Guide

Cyber Attack

Mission

 SEQ CHAPTER \h \r 1To provide for business continuity and availability of essential automated systems for the healthcare system in the event of a massive or sustained cyber-systems compromise or attack

Objectives

	 SEQ CHAPTER \h \r 1Maintain patient care capabilities
	 SEQ CHAPTER \h \r 1Define scope of problem

	 SEQ CHAPTER \h \r 1Isolate affected systems
	 SEQ CHAPTER \h \r 1Restore automated systems and services

	 SEQ CHAPTER \h \r 1Notify affected end-user supervisory personnel and provide directed guidance on systems use


	Immediate Operational Period

	
	
	Time
	
	Initials

	Command
	Hospital Incident Commander
	
	 SEQ CHAPTER \h \r 1Appoint an IT/IS technical specialist to the Command Staff to assess the degree of cyber-systems intrusion or disruption, recommend interim measures and corrective actions. 
	

	
	
	
	Activate Hospital Incident Command (HICS)
	

	
	
	
	Establish operational periods, incident objectives and Incident Action Plan (IAP), as well as routine briefings with Command Staff and Section Chiefs
	

	
	Liaison Officer
	
	 SEQ CHAPTER \h \r 1If disruption is deliberate and targeted; contact local law enforcement, the FBI Cyber-Terrorism division and state Cyber-Terrorism division, as appropriate
	

	
	
	
	 SEQ CHAPTER \h \r 1Notify local emergency management authority, if appropriate
	

	
	
	
	Contact area hospitals to determine if they are affected
	

	
	PIO
	
	 SEQ CHAPTER \h \r 1Prepare initial risk communications for staff and patients regarding the cyber-systems situation and recommend actions until the system(s) is restored SEQ CHAPTER \h \r 1
	

	
	
	
	Notify key staff including house supervisors, chief of staff, Business Continuity branch director, support services and others designated in the business continuity plan as it applies to cyber-systems disruptions
	

	
	Safety Officer
	
	Provide for SEQ CHAPTER \h \r 1 the safety of staff, patients and visitors in areas impacted by the automated system shut-downs
	

	
	
	
	 SEQ CHAPTER \h \r 1Provide for security of facility, including manual patrols and controls of ingress and egress
	

	
	
	
	Direct inspection of critical monitoring functions that may be affected by cyber-event.
	

	
	Time
	
	Initials

	Operations
	
	 SEQ CHAPTER \h \r 1Provide for continuation of patient care and management activities, including documentation of medication administration, patient care and supply use.
	

	
	
	Implement manual patient care documentation and critical diagnostic/support systems until systems can be restored. 
	

	
	Time
	
	Initials

	
	
	 SEQ CHAPTER \h \r 1Isolate and remove affected systems from hospital network, establish restoration priorities in accordance with the Continuity of Operations Plan (COOP) 
	

	
	
	Provide for the integrity of system back-up data and plan restoration of system
	

	
	
	 SEQ CHAPTER \h \r 1Conduct a risk assessment of affected environmental systems (HVAC, utilities, etc.) and implement plans to maintain affected systems that support of health care operations
	

	
	
	 SEQ CHAPTER \h \r 1Consider need for shelter-in-place/evacuation 
	

	
	
	Determine if personnel and resources are available to successfully complete the IAP. If not, contact Logistics to request additional personnel or resources
	

	Logistics
	
	 SEQ CHAPTER \h \r 1Provide essential support services
	

	
	
	Implement manual inventory and resupply processes, including medication distribution
	

	
	
	Implement emergency internal communication and reporting mechanisms
	

	Planning
	
	 SEQ CHAPTER \h \r 1Establish operational periods, incident objectives and develop Incident Action Plan, in collaboration with the Hospital Incident Commander SEQ CHAPTER \h \r 1
	

	
	
	If critical systems are not expected to be restored within 4-8 hours, what alternate sources are available to provide patient care needs, document hours worked, document supplies used, etc.?
	

	
	
	Collect and collate manual documentation of event
	

	Intermediate/Extended Operational Period

	
	
	Time
	
	Initials

	Command
	Hospital Incident Commander
	
	 SEQ CHAPTER \h \r 1Conduct regular briefing and situation updates with Command staff and Section chiefs to determine situation status and timelines for restoration of services SEQ CHAPTER \h \r 1
	

	
	
	
	Consider migrating Hospital Incident Command function to IT/IS specialist if response is prolonged. 
	

	
	
	
	Assign notification of appropriate licensing authorities of sentinel event
	

	
	
	
	Update and revise Incident Action Plan
	

	
	Liaison Officer
	
	Continue to update local emergency management and other officials on situation and hospital status SEQ CHAPTER \h \r 1
	

	
	PIO
	
	 SEQ CHAPTER \h \r 1Establish a central information center (clearinghouse) as needed to address all staff or patient issues that may arise as a result of cyber-systems disruption SEQ CHAPTER \h \r 1
	

	
	
	
	Update staff, patients and visitors on situation status
	

	
	Safety Officer
	
	 SEQ CHAPTER \h \r 1Conduct ongoing analysis of existing response practices for health and safety issues related to staff, patients and facility; recommend corrective actions to address SEQ CHAPTER \h \r 1
	

	
	
	
	Monitor the safe restoration of services and systems
	

	
	Time
	
	Initials

	Operations
	
	 SEQ CHAPTER \h \r 1Reassess affected environmental systems and modify actions as necessary SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Re-evaluate need to shelter-in-place/evacuate patients to ensure safety
	

	
	
	Continue patient care and management; identify patient care systems that are affected during the course of the restoration process
	

	
	Time
	
	Initials

	Logistics
	
	 SEQ CHAPTER \h \r 1Provide alternate documentation systems and support hardware (i.e., providing laptops and printers to affected areas for temporary use until systems are fully restored) SEQ CHAPTER \h \r 1
	

	
	
	 SEQ CHAPTER \h \r 1Monitor computer systems for new cyber-threats if corrective actions are not completed within 2 hours
	

	
	
	Continue to obtain needed supplies, equipment, medications, food and water. Route requests for additional resources not available in the facility through the Liaison Officer to outside agencies
	

	Planning
	
	 SEQ CHAPTER \h \r 1Update and revise the Incident Action Plan
	

	
	
	 SEQ CHAPTER \h \r 1Initiate patient and bed tracking, if patients are evacuated or relocated within facility
	

	
	
	Plan for migration of manual documentation to electronic after systems are restored
	

	Finance
	
	 SEQ CHAPTER \h \r 1Track cost of response and restoration activities and expenditures SEQ CHAPTER \h \r 1
	

	
	
	Consider alternate methods to ensure payroll processing and documentation of hours worked
	

	
	
	Monitor and track costs related to the disruption of business continuity and compromise of automated systems
	

	Demobilization/System Recovery

	
	
	Time
	
	Initials

	Command
	Hospital Incident Commander
	
	 SEQ CHAPTER \h \r 1Monitor full system recovery and return to normal operations
	

	
	
	
	 SEQ CHAPTER \h \r 1Issue final media update with hospital status and appropriate service disruption information, in collaboration with PIO
	

	
	
	
	 SEQ CHAPTER \h \r 1Declare incident termination
	

	
	
	
	Provide appreciation and recognition to solicited and non-solicited volunteers and to state and federal personnel sent to help
	

	
	Liaison Officer
	
	Notify local emergency management of system recovery and incident termination
	

	
	PIO
	
	Issue final media update with hospital status and appropriate service disruption information, in collaboration with Hospital Incident Commander
	

	
	Time
	
	Initials

	Operations
	
	 SEQ CHAPTER \h \r 1Restore patient care to normal operations SEQ CHAPTER \h \r 1
	

	
	
	Prepare a summary report of corrective actions and recommendations for updating/improving diagnostic and protective cyber-services
	

	Logistics
	
	 SEQ CHAPTER \h \r 1Restore infrastructure services
	

	
	
	Provide mental health support and information about community services to staff and families, as needed
	

	Planning
	
	Finalize incident action plan and demobilization plan
	

	
	
	Compile final report of cyber-attack response and recovery actions
	

	
	
	Collect, organize and secure/file incident documentation
	

	
	
	Conduct hotwash/debriefing of leadership personnel
	

	
	
	Submit after action report
	

	Finance
	
	Submit a final report of expenses and lost revenue to Planning for inclusion in After-Action Report
	

	Documents & Tools

	Emergency Operations Plan, including

·  SEQ CHAPTER \h \r 1Manual procedures for computer system down-time
·  SEQ CHAPTER \h \r 1Cyber-systems diagnostics (e.g., anti-virus, spyware, firewall)
·  SEQ CHAPTER \h \r 1Cyber-systems malfunction alert notification
·  SEQ CHAPTER \h \r 1Hospital & department Continuity of Operations Plans (COOP)

	 SEQ CHAPTER \h \r 1Forms, including:

·  SEQ CHAPTER \h \r 1HICS 201 – Incident Briefing
·  SEQ CHAPTER \h \r 1HICS 202 – Incident Objectives
·  SEQ CHAPTER \h \r 1HICS 203 – Organization Assignment List – OR – HICS 207 – Organization Chart
·  SEQ CHAPTER \h \r 1HICS 214 – Operational Log
·  SEQ CHAPTER \h \r 1HICS 215 A – Incident Action Plan Safety Analysis
·  SEQ CHAPTER \h \r 1HICS 251 – Facility System Status Report
·  SEQ CHAPTER \h \r 1HICS 253 – Volunteer/Staff Registration
·  SEQ CHAPTER \h \r 1HICS 254 – Disaster Victim/Patient Tracking
·  SEQ CHAPTER \h \r 1HICS 255 – Master Patient Evacuation Tracking
·  SEQ CHAPTER \h \r 1MI-HICS Notification Form

	Job Action Sheets

	 SEQ CHAPTER \h \r 1Hospital Organization chart

	 SEQ CHAPTER \h \r 1Television/radio/internet to monitor news

	 SEQ CHAPTER \h \r 1Telephone/cell phone/satellite phone/internet/RACES for communication


